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Scoping study for interim DNER authentication developments

Section I – Introduction

1
Scope 

The JISC Committee for Authentication and Security, JCAS, has been established to assist institutions in creating a secure and effective environment for exploiting the potential of the Internet. One element of the JCAS remit is to oversee the existing ATHENS service and to advise and manage the longer term development of a national authentication service for the benefit of further and higher education in the context of the Distributed National Electronic Resource. 

The purpose of this study is to identify issues relevant to the effective delivery of DNER national data services in the short to medium term, and draft proposals for corresponding modifications to the operation of the present ATHENS authentication service. 

2
Introduction

The ATHENS authentication service has served the community well in providing a single point of registration for credentials that are valid for many DNER services. A bona fide member of an institution may acquire credentials from ATHENS that enables access to certain DNER services to which the institution has subscribed. Not all DNER services, however, have been able to adopt ATHENS as their principal authentication mechanism. Moreover, the service environment has changed considerably since ATHENS was first conceived. Consequently, a well-planned transition to a new authentication service is now required. The plan for such a transition has a number of elements:

—
to maintain the ATHENS service until 2003;

—
to ensure continuity between existing and future authentication services and minimise the impact of transition on institutions and their members;

—
to maximise the return on investment by identifying effective developments to ATHENS to ensure that the service remains relevant to user needs and to the emerging requirements of the DNER.

In support of the last of these elements, JCAS has agreed to fund a study of potential developments to present authentication services. The criteria for these developments are as follows:

—
Service relevance: All developments must aim to improve the quality of service experienced by users of the national data services, and facilitate the integration of DNER service components.
—
Modest in scope: JCAS will not consider major developments.

—
Prompt delivery: All developments will be completed between September 2000 and December 2001. 

—
Cost-effectiveness: While some developments may be found worthwhile in principle, the development costs must be considered in the context of the remaining service lifetime. 

Section I is introductory. Section II identifies present service issues. Section III considers technical solutions that may resolve these issues. Three annexes are attached:

a)
Licensing authority tables

b)
Technical notes

c)
Current authentication model

3
References

[1]
PA/JISC ‘Model Licence’ – Framework for Material Supplied in Electronic Form, January 1999, http://www.ukoln.ac.uk/services/elib/papers/pa/licence/Pajisc21.doc 

[2]
BS 7799-1:1999. Information security management — Code of practice for information security management, http://www.bsi.org.uk/


[3]
The Distributed National Electronic Resource (DNER),  http://www.jisc.ac.uk/pub99/dner_vision.html
[4]
Monitoring and Advisory Unit, Memoranda of Understanding and Service Level Definitions agreed between HEFC and CHEST, BIDS, EDINA, & MIMAS, 1998-2000, http://www.mau.ac.uk/ 


[5]
Clifford Lynch, A white paper on authentication and access management issues in cross-organisational use of networked information resources, 1998,
 http://www.cni.org/projects/authentication/authentication-wp.html 

4
Definitions

The following definitions appear in the PA/JISC Model Licence [1]:

a)
“Authorised Users: Current members of the staff of the Licensee (whether on a permanent, temporary, contract or visiting basis) [,/and] individuals who are currently studying at the Licensee’s institution, who are permitted to access the Secure Network from within the premises of the Licensee and from such other places where Authorised Users work or study, including without limitation halls of residence and lodgings and homes of Authorised Users, and who have been issued by the Licensee with a password or other authentication.


Some licences may be for a more limited group, such as students enrolled on a specific course.”

b)
“Licensed Material: The electronic material listed (in Schedule 1), or in new Schedules to this Licence which may be agreed by the parties from time to time, and which is delivered in the format and according to the time schedule specified (in Schedule 1). May be a single item or multiple items.”

c)
“Secure Network: A network (whether a standalone network or a virtual network within the Internet) which is accessible only to Authorised Users [and Walk-in Users] approved by the Licensee, whose identity is authenticated at the time of login and periodically thereafter consistent with current best practice, and whose conduct is subject to regulation by the Licensee.”

 d)
“Walk-in Users: Persons who are not Authorised Users but who are registered as permitted users of the Licensee’s library or information service and who are permitted to access the Secure Network from designated computer terminals within the Library Premises, as designated (in Schedule 2), and who have been issued by the Licensee with a password or other authentication. [For the avoidance of doubt, the payment of a fee in order to be registered as a Walk-in User is deemed not to constitute Commercial Use ...]”

For the purposes of this study, the following definitions also apply:

e)
Licensing authority: An organisation that has been assigned privilege by a rights holder to grant licenses to qualified H&FE institutions, that authorises members of those institutions to access specific data resources. The licensing authority may itself act as a user registration agent and data service provider, or may delegate these activities to another agent or agents.

f)
Rights holder: An organisation that owns the intellectual property rights to a specific data resource.

5
Abbreviations

The following abbreviations and acronyms are used:

—
ADG
JCAS ATHENS Development Working Group


—
AHDS
Arts and Humanities Data Service

—
BIDS
Bibliographic services for the UK Higher Education community

—
CHEST
Combined Higher Education Software Team

—
DNER
Digital National Electronic Resource

—
DNS
Domain Name Scheme

—
DSP
(JISC) Data Service Provider

—
EDINA
Edinburgh Information Data Access

—
JCAS
JISC Committee for Authentication and Security

—
JIBS
JISC Assisted Bibliographic Dataservices

—
JISC
Joint Information Systems Committee

—
MAU
Monitoring and Advisory Unit

—
MIMAS
Manchester Information and Associated Services

—
NISS
National Information Services and Systems

—
PA
Publishers Association

—
PKI
Public Key Infrastructure

—
RDNC
Resource Discovery Network Centre

—
SOA
Source of Authority

6
Participants and timetable

The project partners are the data service providers EDINA, MIMAS, Data Archive, AHDS, and RDNC. Other groups invited to participate in the work are as follows:

—
EduServ, incorporating CHEST and NISS;

—
other DSPs (including BIDS);

—
JIBS;


—
The JCAS working group on ATHENS development, ADG.

JCAS specified that an interim report would be available for consideration at its May meeting, and a final report at its September meeting. The timetable is shown in table 1. 

Table 1— Timetable

Item
Activity
Date

1
Workshop of project partners. Venue: York
14 April 2000

2
Interim report submitted to JCAS
10 May 2000

3
JCAS meeting
18 May 2000

4
Workshop of all participants. Venue: Centre Point, London
24 July 2000

5
Final report submitted to JCAS
7 September 2000

6
JCAS meeting
15 September 2000

Section II – Issues

7
Service issues

This clause considers service issues from the perspectives of the various players in the current authentication service model.

7.1
User

The experience of encountering numerous authentication challenges when visiting each of a family of related services has long given users reasonable grounds for complaint. If the user has already presented credentials in order to access the institution’s Secure Network, and a licence qualifies all members of that institution to access a data resource, why should any further authentication challenges be necessary at all? 

Issue 1:
When a user has presented credentials to gain access to an institution’s Secure Network, the user should not be obliged to present further credentials when accessing a data service for which the institution holds a suitable licence.

One objective of the DNER is that users should be able to navigate freely between all DNER service components [3]. Where a user’s service request may be satisfied by accessing a variety of data resources, the user should be informed about all relevant services regardless of DSP boundaries.

Issue 2:
DSPs and portals should co-operate with one another to provide users with an integrated set of DNER services, regardless of which DSP manages which service.

The operation of an authentication system should protect an individual’s scholarship from unwarranted disclosure. 

Issue 3:
The confidentiality of a user’s data access activity should be preserved, subject to the institution’s responsibility to ensure that its computing regulations are observed, and the need to collect usage statistics.

7.2
Institution

As a licence holder for the use of a data resource, an institution accepts legal obligations to observe the conditions of the licence in return for rights to be shared by its members. The institution agrees to ensure that authorisation to access the resource is granted only to eligible staff and students, and to ensure that those prospective users are aware of the relevant terms and conditions of use – typically the restriction to use only for academic research, learning and teaching. 

Many institutions go to considerable lengths to ensure that ATHENS registration is administered responsibly, and that users are thus made accountable for their subsequent activities. Elsewhere, however, operational practice permits users to acquire credentials by unauthorised self-registration. This raises serious issues:

a)
Anonymity: Unauthorised self-registration provides credentials to users whose identity has not been corroborated by the institution. That these credentials may be used off-campus to gain access to licensed resources may be convenient for the user, but is undesirable for the institution. In the event of a security incident caused by a user whose behaviour is the responsibility of the institution, the institution has few means of investigating the event and identifying the user concerned. The institution, nonetheless, remains responsible and may suffer loss of access to licensed data. The use of ATHENS access accounts, particularly those shared throughout the institution, introduces a similar vulnerability.

b)
Expiry of credentials: Institutions maintain local records of their Authorised Users (and have the means to revoke the credentials of those who have finished their studies), but may not be equipped to maintain a record of the ATHENS accounts of its users. In the absence of a policy for the expiry of credentials, a student or member of staff may continue to use ATHENS credentials to access DNER services long after leaving the institution. The institution may, from time to time, obtain a list of its users’ ATHENS credentials, but may not able to determine reliably the identity and status of a user who created an account by self-registration and may be unable to reliably distinguish those held by current members from those acquired by former members.

When an institution becomes unwilling to bear the administrative costs of ATHENS authorised registration, it effectively abdicates responsibilities it may be legally obliged to observe.

Issue 4:
Institutions should consider whether their administration of access accounts and unauthorised personal accounts satisfies the legal requirements of their licence. Institutions should change access account passwords at least once annually.

Anonymous registration may enable Walk-in Users to acquire the same rights as Authorised Users. The former should be granted access to licensed data from Library premises only; the latter may obtain credentials they can use on- or off-campus. Some institutions may have overlooked this distinction and enabled Walk-in Users to use self-registration to acquire ATHENS credentials to which they are not entitled. 

Issue 5:
Where Walk-in Users are given access rights, institutions should ensure that they are not authorised to access facilities on Library Premises that enable self-registration. 

Increasingly, users require access to licensed data resources when off-campus. Properly, it is the responsibility of the user’s institution to determine whether, and by what mechanism, off-campus authentication is provided. 

Issue 6:
Institutions have a range of options for authenticating off-campus users:

—
issue authorised ATHENS credentials to users who require off-campus access;

—
provide a web proxy service that temporarily binds the off-campus user to the Secure Network (see B.3);

—
provide an institution-based authentication service that confirms the validity of the credentials presented by an off-campus user (perhaps using LDAP).

7.3
Data service provider

The current authentication model does not enable DSPs to verify independently that a user requesting access to licensed data is a member of a licensed institution. DSPs should be able to determine the following:

—
the institution (or institutional unit) to which a requesting user belongs;

—
that the institution holds a licence for the data resource.

Issue 7:
A DSP requires access to authoritative tables that indicate those institutions which hold licences for each DNER resource managed by that DSP. 

DSPs are aware of the DNER requirement to integrate services in order to provide users with a more productive and effective means of accessing licensed data. To this end, DSPs and portals wish to develop facilities that provide direct links to services managed by other DSPs, and to build services that integrate data obtained from different sources. For effective operation, the referring DSP/portal must be able to determine in advance whether the user is authorised to access the related service. Server-to-server co-operation of this type is essential for the proper integration of DNER services. 

Issue 8:
To facilitate the integration of DNER services by the promotion of inter-service co-operation, DSPs and portals require access to authoritative tables that indicate those institutions which hold licences for other DNER resources managed by other DSPs.

Where a DSP acts as licensing authority for a dataset for which individual registration is required, it must either maintain a local database of registered users to be inspected when a user requests access, or employ some means to inform ATHENS of those users who hold individual registrations. DSPs require a procedural on-line mechanism to enable them to amend the ATHENS registrations of individual users directly, to grant or revoke authorisation to access specific datasets.

Issue 9:
When acting as a licensing authority for resources that require individual registration, a DSP should be able to control the privilege assigned to individual ATHENS accounts to access those resources.

All DSPs require procedures for monitoring the use of their services. Where DSPs/portals make interoperation agreements with one another (whereby a DSP which receives a service request via a referring DSP, trusts the latter to have verified the user’s eligibility to access the data requested), this requirement becomes more critical. Before entering into interoperability agreements, a DSP should satisfy itself that the monitoring procedures of its partner DSP/portal are compatible with its own, and are sufficient to construct an audit trail should a security incident occur. Event logs should be kept for an agreed period of time.

Issue 10:
Where DSPs and portals enter into agreements on interoperability, each should be able to verify that the other’s monitoring procedures are adequate to construct audit trails.

DSPs have identified a requirement to maintain user profile information in order to provide services better targeted to the requirements of individual users. The prevalent mechanism in use today, to enable web services to store and retrieve user profile information, employs persistent client-state data. This is effective without knowledge of the user’s identity.
Issue 11:
DSPs may wish to consider the use of persistent client-state data (cookies) to maintain user profile information.

7.4
Authentication service

Present security arrangements operated by the DSPs, licensed institutions, and ATHENS were not developed within the framework of a formal information security management scheme (such as that proposed by BS 7799 [2]). These schemes do not provide a simple formula which can effortlessly improve the security of information to be protected. Rather they provide a framework within which the hard work of evaluating assets, vulnerabilities, and risks in all areas of service operation can be undertaken. 

At this point in its development, the application of an information security management scheme to ATHENS may be impractical. Three areas, however, are in need of attention:

—
institutions should be advised that self-registration should be permitted only if registering users can subsequently be identified;

—
institutions should be advised to set expiry dates for all account types;

—
access accounts should be recognised only when used on Secure Networks.

Issue 12:
Institutions should be made aware that the use of self-registration and ATHENS access accounts may create vulnerabilities that do not arise with authorised personal accounts, and should be obliged to set a password expiry date for all accounts. Institutions should be obliged to change access account passwords annually.
A simple mechanism could be adopted that would at least ensure the expiry of credentials issued to individuals who no longer have access to their former institution’s Secure Network. At the end of the academic year, an account should be suspended unless it has been accessed from the Secure Network at least once that year. On suspension, the user is informed that the account may be reactivated if used to make a service request that originates from the Secure Network. In most cases, valid users would be unaware that this check had taken place.

Issue 13:
Registered ATHENS users should be required to demonstrate annually that they are still authorised to use their institution’s Secure Network.

The adoption of undesirable security practices by institutions has many causes. Among these may be the lack of guidance on best practice for the use of national authentication services. 

Issue 14:
Institutions that use ATHENS should be provided with a set of guidelines to encourage the adoption of best practice, and to discourage operational practice that exposes licensed resources to the risk of unauthorised disclosure.

The addition of the Further Education sector to the customer base for DNER services raises a scaling problem for ATHENS. In reality, the actual number of new users in the short to medium term will fall far short of the headline figure of four million. Nevertheless, the prospect of servicing an entirely new user population creates some concerns. (Note that the issue should not be resolved by recommending the use of an access account, shared by all members of the institution.) The problem could be addressed in two ways:

—
assuming technical feasibility, invest in an expansion to the present ATHENS hardware base;

—
reduce demand on the service by removing the need to authenticate users on Secure Networks.

Issue 15:
The ATHENS service should adapt to new service conditions, either by increasing its service capacity, or by reducing demand.

7.5
Licensing authority

CHEST has long provided a highly professional licensing service to HE, which has enabled institutions to acquire access to a wide range of commercial software and dataset resources at affordable cost. Under the traditional model, CHEST occupied the role of a centralised Licensor, with the DSPs acting essentially as passive subordinate agents (see the CHEST MoU [4]). Today, however, other bodies have licensing responsibilities, including Funding Councils, Research Councils, and, in some instances, DSPs themselves, and these new responsibilities must be accommodated if the DNER is to develop successfully. 

Issue 16:
A trust model is required that takes account of the existence of multiple licensing authorities. 

Present licensing arrangements lack transparency. Where an organisation occupies more than one of the roles of licensor, licensee, DSP, and authentication service, the relationships between these roles should be clarified. 

Issue 17:
The separation of function within organisations that act in related service roles should be made transparent.

Section III – Technical Workplan

8
Simple DNER security model

A simple security model for DNER identifies one Source of Authority (SOA) for authentication, and another for authorisation:

—
the SOA for authentication is the user’s institution;

—
the SOA for authorisation is the Licensing Authority for the data resource.

Hence, two conditions must be fulfilled before a DSP permits a user to gain access to a DNER resource:

a)
Authentication: The user must demonstrate the possession of credentials granted by a licensed institution. The user may show this in a variety of ways:

—
By presenting credentials to an authorised server within the institution and thereby obtaining access to the institution’s Secure Network.

—
When off-campus, by presenting credentials to a proxy server within the institution which temporarily binds the user to the Secure Network.

—
By presenting credentials to a DSP which can verify them by transmitting an enquiry to an authorised server within the institution (possibly by means of LDAP).

—
By presenting a digital certificate signed by the institution.


The DSP trusts the institution to assign credentials only to bona fide members of the institution.



Institutions are discouraged from delegating the management of user authentication data to an external agency. Delegation involves a loss of control, blurs the lines of responsibility, and weakens operational accountability. Authentication data management should be integrated with the normal administrative activity of the organisation, using the authentication technology that the institution is best able to operate effectively.

b)
Authorisation: A user is permitted to access a resource only if the responsible licensing authority has assigned access privilege to all members of the user’s institution, or, where access is restricted to named individual members of the institution, if the DSP is able to verify that the licensing authority has explicitly assigned privilege to the user identified by the presented credentials. The licensing authority may indicate the assignment of privilege in a variety of ways:

—
by maintaining tables that enumerate the names of licensed institution (and, if required, licensed individual members), stored in a secure location that may be accessed by DSPs;

—
by assigning a persistent token to the user which indicates that the user is eligible to access the resource; the token includes the name of the user and is signed by the licensing authority (possibly using a simple PKI mechanism). The user presenting the token must be able to demonstrate possession of the institutional credentials assigned to the user named in the token. 


The DSP trusts the licensing authority to assign privilege only to qualified members of licensed institutions.

Note –
While the Rights Holder is the ultimate SOA for authorisation, in practice this responsibility is devolved to a Licensing Authority, which is also responsible for its technical realisation.

9
Hybrid DNER authentication

A user may demonstrate the possession of credentials in a variety of ways. Indeed, given the diversity of institutions within HE, and it would be optimistic to expect one authentication method to be equally effective for all. Practical considerations may require the use of different methods according to an institution’s size, technical capacity, and internal organisation. 

To accommodate different authentication methods, and to exploit the fact that for many DNER resources the licence conditions already permit access either by means of ATHENS or by IP address verification, a hybrid approach for DNER authentication is proposed. If a request originates from the Secure Network of an institution whose members are licensed to access the resource, then access is provided without further restriction. Otherwise, a name/password challenge is issued and ATHENS is used to validate the credentials presented. The use of ATHENS, therefore, would be reserved mainly for off-campus access, or for access to resources where special licence conditions apply. 

IP source address verification is the prevalent mechanism used to implement authentication and access management for cross-institutional access to Internet-based services [5]. A licensing authority provides a DSP with DNS/IP identifiers for each licence-holding institution. When a service request is received, the DSP verifies that it originates from a registered DNS name/IP address before providing access to the licensed resource. This is a simple technology with known limitations, but is relatively secure, and effectively cost-free. It has advantages for users, institutions, and the developing DNER:

a)
Firstly, the arrangement provides familiar guarantees to rights holders, and simplifies access to many licensed resources:

i)
zero additional sign-on for all users when on-campus;

ii)
single sign-on when off-campus, where the institution provides a proxy server to bind a user to the Secure Network;

iii)
otherwise, no change for off-campus use.

b)
Secondly, the approach exploits the strengths of ATHENS, by concentrating on areas of service provision where IP address verification is ineffective:

i)
where a user is off-campus;

ii)
where additional licence conditions apply (e.g. individual registration).


If ATHENS authentication is used to handle these cases only, this would entail a much reduced administrative load for authorised registration that institutions should find more acceptable.

c)
Thirdly, because a DSP or portal can determine the institution to which a user belongs, and is aware of the DNER component services to which that institution has subscribed, it can present that user with a comprehensive set of all resources the user is authorised to access. This integrated service would be easier to use, and encourage the user to move freely across datasets, and between different domains and disciplines.

Where local or national caches are in use, some configuration issues arise. Local caches should be configured so that they do not refer DSP service requests to the national cache (otherwise all service requests would bear the IP address of the national cache and fail the IP address check). 

For institutions which mandate the use of local caches, it will appear to the DSP that all requests from that institution originate from the same IP address. This is acceptable if no granularity is required, but where access is to be confined to specific departments, or other units, it would be necessary for users in those departments to install a proxy configuration file (PAC) on their browsers so that requests to DSPs would avoid the local cache and be sent directly. Members of an institution which uses the cache services of a commercial ISP, outwith ac.uk, may encounter less predictable browser configuration issues.

In either case, the system is failsafe, in that misconfiguration of the local cache or browsers will cause IP address checking to fail, and authentication to fall back on alternative methods.

10
DNER authorisation

As indicated in clause 8, authorisation to use a given DNER resource flows from the responsible licensing authority. A DSP verifying the privilege of a user trusts the responsible licensing authority as the SOA for the assignment of that privilege. A licensing authority can express the assignment of privilege to institutions and users in several ways, ideally by use of a Privilege Management Infrastructure (as defined in X.509: 2000).

A more immediate practical solution, however, may be provided by the use of licensing authority tables, maintained by licensing authorities and used by DSPs and portals to determine whether access to licensed resources is authorised (these tables are defined in annex A). The central component is the licensed resource descriptor which comprises the following:

—
the name of the licensed resource;

—
the name of the licensing authority responsible for this descriptor; 

—
the licence conditions for this resource;

—
the DSP access points where the resource may be accessed;

—
the approved authorisation methods for users of this resource;

—
an optional list of licensed institutions, where each instance comprises institution name, site representative details, and, optionally, registered IP descriptors.

A DSP or portal inspects the relevant licensed resource descriptor to determine whether a requesting user is authorised to access a licensed resource. The procedure is defined in annex A.

The second type of licensing authority table is the portal authorisation agreement. This comprises:

—
the licensed resource descriptor for the resource; 

—
the name of the portal;

—
the IP address of the portal.

A DSP responsible for providing access to a data resource will make it available to a portal, acting on behalf of an identified user, only if a suitable portal authorisation agreement exists. The DSP trusts the portal to perform the required authentication and authorisation checks for this user by inspecting the relevant licensed resource descriptor.

Use of these tables provides transparency of operation for rights holders, licensing authorities, and DSPs.

11
Migration

An important property of this approach is that it provides a migration path for the adoption of new authentication mechanisms and new authorisation mechanisms while preserving existing arrangements for the use of ATHENS.

For example, some institutions may be considering the deployment of a campus directory, accessed by means of the LDAP protocol (see annex B). For others, however, this remains a distant prospect. The hybrid authentication approach enables institutions to continue to rely on an existing authentication method, or to migrate to another method without disrupting their members’ use of DNER services. 

Similarly, some licensing authorities may eventually implement authorisation based on PKI, but could not expect all institutions to deploy this technology. An approach that permits different institutions to employ different methods provides flexibility and choice.

The development of the DNER is best assisted by a solution that is widely tolerant of the different capabilities and requirements of different institutions.

12
Components of the workplan

A main element of this proposal is to enable licensing authorities to configure the data used by DSPs and portals to control access to resources. This is intended to ensure transparency and assist the provision of integrated DNER services. If required, rights holders would also be entitled to inspect configuration information related to their property. Annex A proposes a format for this configuration information.

12.1
Centrally maintained information

An important work item is the establishment of a secure central repository to hold licensing authority tables and other configuration information. At its simplest, this could use an existing server, with a user account for each DSP, portal, licensing authority, and, conceivably, rights holder. Access permissions would be set to ensure that only licensing authorities could create and replace licensing authority tables for which they are responsible; DSPs and portals would have read access to these tables according to their responsibilities.

The following files would be centrally maintained on the server:

—
a set of licensed resource descriptors and portal authorisation agreements (supplied by the licensing authorities; see annex A);

—
a set of licensing authority names;

—
a set of DSP names;

—
a set of HE institution DNS names, and HE institution official names.

In addition, the central server would implement a service to combine the licensed resource descriptors supplied by the various licensing authorities into a single file, and to derive per-institution tables (see A.4).

As a result of the merger and separation of institutions, a single institution may, for a period, have more than one high level DNS name (e.g. mhie.ac.uk and ed.ac.uk). In addition, to accommodate other name changes, synonyms may be required for each entity named in centrally maintained files.

12.2
Licensing authority work items

The following items are identified:

a)
The main task for a licensing authority is to establish procedures for the generation and maintenance of the licensed resource descriptors for those resources for which it has responsibility (issues 7 and 8). A one-off cost will apply to the conversion of existing licensing information.

b)
A new trust model with clarification of service roles should be considered, to promote transparency in licensing arrangements (issues 16 and 17).

12.3
Authentication service work items

The following items are identified:

a)
A procedure for the annual expiry of credentials (with automatic re-authorisation) should be introduced (issue 13).

b)
A set of guidelines should be drawn up for all institutions which use ATHENS, to promote better operational practice in the assignment of ATHENS credentials. It should be made clear that the use of self-registration and ATHENS access accounts may create vulnerabilities that do not arise with authorised personal accounts, and that institutions should consider additional policies for password expiry (issues 12 and 14).

c)
A mechanism should be developed to enable a licensing authority, which operates an individual registration scheme for a data resource, to amend the privilege assigned to individual ATHENS accounts to access that resource (issue 9).

d)
Forward planning should be undertaken to anticipate the service requirements of institutions in the FE sector (issue 15).

12.4
DSP and portal work items

The following items are identified:

a)
DSPs and portals should amend their authentication software to make use of licensing authority tables (issues 7 and 8).

b)
A DSP/portal which provides an integrated DNER service, and supplies licensed data obtained from another DSP, is responsible for ensuring that its monitoring procedures are adequate to fulfil any audit inquiries that arise from the use of this data (issue 10). Data should be supplied only with the express permission of the responsible licensing authority, in the form of a written agreement (see A.3).

12.5
Institution work items

The following items are identified:

a)
Administrative practice in the operation of ATHENS authentication is weak in a number of institutions. While attempts to promote best practice are laudable, these may be out of scope of the present work, and more an issue for longer-term information security development. Institutions should ensure, however, that they do not permit Walk-in Users to acquire credentials by means of self-registration (issue 5), and should consider the advantages of authorised ATHENS personal accounts.

b)
Institutions should consider the possible options for the provision of licensed data to off-campus users (issue 6). In particular, they should consider the deployment of on-campus proxy servers, both to enable off-campus users to acquire access to licensed resources via the Secure Network, and to support the emerging requirements for distance learning. 

13 
Conclusions

This study has considered a number of issues relevant to the delivery of secure DNER services and has proposed various specific remedies. The unifying framework for these proposals is provided by means of licensing authority tables, which support a simple and flexible model for the emerging requirements of DNER security. 

This approach offers a number of advantages: 

a)
Transparency: The relationships and service responsibilities of the various organisations that occupy different DNER service roles have lacked clarity. The use of licensing authority tables, open to inspection by organisations with a legitimate concern for their proper maintenance, makes these roles, trust relationships, and responsibilities transparent. It also clarifies the scope of the various Security Policies required by each DNER service agent.

b)
Separation of function: The use of licensing authority tables establishes a necessary separation of function between organisations that fulfil distinct service roles, as well as within organisations which occupy related service roles.

c)
Devolved responsibility: The responsibility for user authentication rests squarely with the user’s institution, and for authorisation with the responsible licensing authority. The proposed framework reflects the devolution of responsibility to institutions and licensing authorities.

d)
Flexibility: The framework enables an institution to choose to support whichever of the approved authentication mechanisms it is best able to operate, and enables a licensing authority to adopt an authorisation policy in accordance with the requirements of the licensed resource. It also supports the introduction of new technologies, such as LDAP for authentication, and simple PKI for authorisation.

e)
Migration: Where an institution wishes to migrate from one authentication method to another, the framework enables the old and new methods to co-exist for the period of transition: the DSP procedure for verifying credentials enables one institution to use multiple methods.

f)
Cost-effectiveness: The main cost of these proposals is the implementation by DSPs of hybrid authentication, which complements the existing ATHENS method. These costs, however, are not substantial, and the work done will prepare the ground for the accommodation of future mechanisms which JCAS is presently considering.

g)
Basic authentication: The repudiation of IP verification as a method for providing basic authentication has given the user the inconvenience of encountering multiple ATHENS challenges for no tangible gain. Yet most existing CHEST licensing agreements specify IP verification as an approved authentication method. 


For the new population of FE users, the assignment of individually authorised ATHENS accounts to each user would be impractical, and to repeat the practice of permitting a single ATHENS access account to be used by all members of an institution would be injudicious. IP verification is the obvious solution for basic authentication in the FE community.

The wider context of this paper is the development of the DNER. Security has value as an enabling function, to ensure that the obligations to rights holders are properly observed, but is not an end in itself. While many recent digital library developments envisage a future where open access will become commonplace, the present reality requires security mechanisms which are adaptable to the changing requirements of the DNER.

Annex A — Licensing authority tables

A data model for the tables maintained by licensing authorities is proposed in A.1. An explanation of the procedure used to determine user authorisation to access a resource is given in A.2. A proposal for the authorisation of portals is given in A.3. A description of additional tables, derived from the base tables, is given in A.4.

A.1
Licensed resource descriptors

Figure A.1 indicates a syntax for the information maintained by each licensing authority for each licensed resource. This information is made available only to DSPs hosting the resource and to authorised portals. The syntax may be directly mapped to equivalent data structures in other programming languages, such as the C language.

LicensedResourceDescriptor ::= SET {
     resource-name              ResourceName,
     licensing-authority-name   LicensingAuthorityName,
     licence-conditions         LicenceConditions,
     dsp-access-points          SET OF DSPAccessPoint,
     authorisation-method       BIT STRING {
          licensor-specified        (0),
          open-access               (1),
          ip-source-verification    (2),
          athens-account            (3),
          athens-personal-account   (4) },
     licensed-institutions      SET OF LicensedInstitution OPTIONAL -- may be 
           -- present if authorisation-method is ip-source-verification -- }

LicenceConditions ::= SET {
     general-licence-conditions URL OPTIONAL,
     special-conditions         URL OPTIONAL }

DSPAccessPoint ::= SET {
     dsp-name                   DSPName,
     service-access-point       URL,
     local-resource-name        ResourceName OPTIONAL }

LicensedInstitution ::= SET {
     institution-dns-name       DNSName,
     site-representatives       SEQUENCE OF SiteRepresentative,
     registered-ip-descriptors  SEQUENCE {
          permitted                  SET OF OriginMask,
          denied                     SET OF OriginMask OPTIONAL } OPTIONAL }

SiteRepresentative ::= SET {
     contact-name               IA5String,
     telephone-number           IA5String,
     email-address              IA5String }

OriginMask ::= CHOICE {
     dns-name-mask              DNSName,
     ip-address-mask            IA5String (SIZE(7..15)) } 

-- String types

DNSName ::=                     IA5String (SIZE(1..128))

DSPName ::=                     IA5String (SIZE(1..64))

LicensingAuthorityName ::=      IA5String (SIZE(1..64))

ResourceName ::=                IA5String (SIZE(1..64))

URL ::=                         IA5String (SIZE(1..256))


           Figure A.1 – Licensed resource descriptor syntax

A Licensed Resource Descriptor is maintained by a licensing authority for each resource it licenses to institutions. It contains various components.

The resource-name identifies the licensed resource. The licensing-authority-name identifies the authority responsible for maintaining this resource descriptor, and for issuing licences to access the resource. The licence-conditions identify the URLs of any general and specific licence conditions that apply. The dsp-access-points identify the one or more DSPs who are authorised to supply the data to users. It contains the following:

—
The DSP is identified by dsp-name. The point of service access is identified by service-access-point (this model considers http access only, but could easily be extended to accommodate other access mechanisms such as telnet or specialised access agents). The local-resource-name is present where the DSP has assigned a specific name to the service which differs from the generic resource-name.

The authorisation-method defines the mechanism (or mechanisms) used to verify authorisation. More than one method may be specified, subject to the following constraints: if licensor-specified or open-access is set, no other value may be set; at most, only one of athens-account and athens-personal-account may be set. This component is used as defined in A.2.

The licensed-institutions component is present if authorisation-method includes ip-source-verification, and indicates the specific institutions or specific users authorised to access the resource. For each institution, the following components are specified:

 —
the institution is identified by institution-dns-name;

—
contact information for each institution is specified in an ordered list of site-representatives;

—
optionally, a set of registered-ip-descriptors may be present to permit or deny access to specific parts of the institution (as characterised by DNS name mask or IP address mask). If absent, all users of the institution’s Secure Network are authorised to access the resource. The evaluation of registered-ip-descriptors is described in A.2.

The definitive set of names from which licensing-authority-name, dsp-name, and institution-dns-name are drawn, are maintained as indicated in 12.1. From time to time, a DSP which provides access to a resource may advise the licensing-authority on whose behalf it is operating to amend the information contained in an instance of dsp-access-point.

A.2
DSP procedure for verifying authorisation

When a DSP/portal needs to determine whether a user is authorised to access a licensed resource, managed locally, or by another DSP, it performs the steps given below. This is included for descriptive purposes and is not intended to constrain actual implementation.

a)
If the authorisation-method is licensor-specified, then only the licensing DSP can determine authorisation. The user shall not be given indirect access to the resource by other portals or DSPs.

b)
If the authorisation-method is open-access, then no constraints exist on accessing the resource.

c)
If the authorisation-method includes ip-source-verification, then the DSP performs a reverse DNS lookup of the requesting IP address. If the resulting DNS name is not within the ac.uk domain, then the procedure continues at step (d). If the licensed-institutions component is absent then access is allowed. Otherwise, the DSP determines whether the requesting IP address originates from an institution represented in licensed-institutions. It attempts to match the DNS name with a registered institution-dns-name; matching proceeds as defined for dns-name-mask in (ii) below. If a match is found, two possibilities exist:

i)
If registered-ip-descriptors is absent then access is allowed. 

ii)
If registered-ip-descriptors is present, then access is allowed if at least one instance of permitted matches, and no instance of denied matches. A match is determined by performing a substrings match between the requesting IP address (or the corresponding DNS name) and the registered value of permitted or denied. All components of the registered value must match corresponding components of the requesting value. For dns-name-mask the strings are compared from right to left; for ip-address-mask, the strings are compared from left to right. 


If the requesting IP address does not qualify as a member of licensed-institutions, then the procedure continues at step (d).

d)
If the authorisation-method includes athens-account or athens-personal-account, and the DSP has not previously obtained the user’s ATHENS credentials, the DSP requests the user to supply these. Otherwise, previously presented credentials are reused. The DSP issues an authorisation check to ATHENS for the resource in question, and access is permitted or denied accordingly.


If athens-account is specified, then either type of ATHENS account is accepted. If athens-personal-account is specified then only that account type is accepted.

Notes

1
When an authorisation check is issued to ATHENS, a list of resources may be nominated and ATHENS will report on the user’s authorisation to access each of these. The DNER requirement to develop integrated services would be assisted if the DSP could request ATHENS to indicate all resources that a user is authorised to access.

2
The ip-descriptors format is chosen for its simplicity. In other contexts, where large numbers of IP address matches are made (e.g. UKERNA network charging), a more complex form of literal (bitwise) address mask is used (prefix + mask). 

A.3
Portal authorisation agreements

The function of portals is to provide new types of user services by combining data obtained from different sources. In some cases the portal will simply provide references to other resources; in others, it will integrate disparate material to create a new data resource. When a DSP provides data to a portal, acting on behalf of a user whose credentials have not been inspected by the DSP, then the DSP’s licensing authority must be satisfied that the portal has properly assessed the user’s privilege to access the data. This is a matter for agreement between the licensing authority and portal (or DSP providing portal services). Figure A.2 indicates a syntax for recording a portal authorisation agreement of this type, using datatypes defined in A.1.

PortalAuthorisationAgreement ::= SET {
     licensed-resource-descriptor LicensedResourceDescriptor,
     portal-name                  IA5String,
     portal-request-origin        OriginMask }


          Figure A.2 – Portal authorisation agreement syntax

The licensed-resource-descriptor contains details of the licensed resource, and the licensing authority granting authorisation to the portal to provide the data to users (and trusting the portal to supply the data to authorised users only). The portal-name identifies the portal service. The portal-request-origin component defines the DNS name mask or IP address mask from which the portal will issue service requests. 

A portal shall not supply users with data, obtained from a DSP, without the prior consent of the responsible licensing authority, which signifies consent by placing a portal authorisation agreement on the central server.

A.4
Derived tables

Whereas figure A.1 indicates the information registered by a licensing authority for each resource it administers, it will often be more convenient for DSPs and portals to access this information organised on a per-institution basis, to show the resources licensed to each institution. Figure A.3 presents a syntax for these tables, using datatypes defined in A.1.

InstitutionLicences ::= SET OF PerInstitutionLicences

PerInstitutionLicences ::= SET {
     institution-dns-name          DNSName,
     licensed-resource-descriptors SET OF LicensedResourceDescriptor }


          Figure A.3 – Derived tables

DSPs may specify requirements for other derived tables.

Annex B — Technical notes

This annex considers some further technical issues relevant to the subject.

B.1
LDAP 

LDAP has been widely considered as an appropriate mechanism for access to campus directories and is readily available as a commercial off-the-shelf product. Its possible use in DNER hybrid authentication is discussed below.

B.1.1
Simple LDAP authentication

This mechanism enables a DSP to receive corroboration from an institution that a user is a member of that institution. This proceeds as follows:

a)
The institution assigns every user with a DNERid/password pair and populates an LDAP server with this information. The DNERid has the form:


local-name@domain 


The local-name is a pseudonym for the user, unique within the institution, which only the institution can map to the name of an actual user. The domain is the DNS name of an LDAP server within the institution, e.g. ldap.ed.ac.uk. On the server, each local-name identifies one entry, with password as an attribute of the entry.

b)
For services requiring individual registration, a licensing authority maintains a list of the names of authorised users (identified by DNERid) and makes this information available to DSPs by simple table lookup (in practice, the DSPs could take the whole list and hash the names). For services covered by site licensing, the licensing authority simply records the institution’s DNS name.

c)
When the user requests service from a DSP, the user is prompted for his DNERid/password pair which the DSP verifies by issuing an enquiry to the LDAP server identified by domain (possibly using RFC 2052/2782 to locate the LDAP server indirectly). The enquiry takes the form of a Compare operation between the presented local-name and password, and the corresponding password attribute of a directory entry with name local-name.

Note  –
An important issue is to clarify the purpose and scope of the user identifier referred to above as the DNERid. While this is partly a matter for each institution, future DNER development may depend on the adoption of a common directory schema whose elements have agreed semantics.

One advantage of this approach is that it properly places responsibility on the institution for the maintenance of the credentials of its users. The institution can readily add LDAP directory entries for new members and remove the entries of users when they cease to be members of the institution.

B.1.2
Amendment to annex A

To accommodate LDAP authentication, necessary changes to the DSP authorisation procedure may be outlined as follows:

a)
In A.1, add ldap-registration to authorisation-method:


ldap-registration         (5)

b)
In A.1, add registered-ldap-users to LicensedInstitution:


registered-ldap-users      SET OF LocalName OPTIONAL,

c)
In A.2, add a new step e):

e)
If the authorisation-method includes ldap-registration, and the DSP has not previously verified the user’s LDAP credentials, the DSP requests the user to supply these and checks them as follows. The DSP parses the presented DNERid into local-name and domain. If domain lies within ac.uk, the DSP issues an enquiry to the LDAP server identified by domain. The enquiry takes the form of a Compare operation between the presented local-name and password, and the corresponding password attribute of a directory entry with name local-name. If matching fails, access is denied.


If the licensed-institutions component is absent, access is permitted. Otherwise, the DSP determines whether the institution identified by domain is represented in licensed-institutions. If a match is found and registered-ldap-users is absent then access is allowed. Otherwise, access is allowed only if local-name is among those present in registered-ldap-users.
B.1.3
Limitations

While the use of an institution-based authentication mechanism is an important step forward, there are some concerns to be aware of with the use of LDAP:

a)
LDAP is the industry-standard protocol for accessing directory services. While this enables the user to access a variety of directory services using just one interface, the consistency of the information retrieved, and the rules governing the way it is organised are likely to vary from service to service.

b)
As an access protocol (broadly, an ASCII variant of the X.500 access protocol) rather than a service definition, LDAP has made it possible for vendors of very different directory products to claim LDAP compliance simply by adding an LDAP interface. However, this may supply only a cosmetic uniformity to products with radically different properties.

c)
In the absence of a common service definition, the various LDAP development partners have been unable, to date, to agree mechanisms for server-level capabilities, such as access control and replication. While a number of vendors are working together to agree mechanisms for these service components, other significant players, such as Microsoft, consider interoperation between disparate products to be impractical. Schema definition also remains a major interoperability issue.

d)
Interworking is unlikely to succeed unless institutions accept certain constraints on the choice of product and the schema. Some institutions may find these constraints unacceptable, given that they are bearing the costs of supporting the service, and have their own programme of service development.

e)
A number of institutions in the US have discovered belatedly that the adoption of a locally-defined schema precludes the subsequent development of cross-institutional interworking. To avoid this pitfall, a national directory schema should be developed and commended to UK institutions.

f)
At present, few institutions operate an LDAP service of the type described here. The decision to deploy a directory is a major one, and is not likely to be motivated principally by the desire to improve institutional access to DNER resources. Unless the interests of the institution itself are seen to lie with the deployment of LDAP, the institution is unlikely to direct significant resources towards this task.

Despite these concerns, it is clear that LDAP enjoys widespread support and carries great momentum. In current approaches to authentication, directory services form a core component, and, used correctly, will occupy a central role in enabling many types of network application.

B.2
Protected simple authentication 

Clause B.1.1 indicates the use of simple authentication to verify the credentials presented by a user. The use of simple name and password, sent in clear from user to server, provides a minimal degree of security for the prevention of unauthorised access. A greater degree of protection is provided by protected simple authentication, as defined in X.509. (But note that while this protects against the capture of passwords sent in clear, it is not designed to withstand serious cryptographic attack.) The algorithm used in this approach is a simple one-way (hashing) function that can be implemented at little cost. The approach is defined as follows:

a)
The user presents name and password, and the authentication script assembles this as follows:

—
the user’s name (A);

—
the simple password (passwordA);

—
a timestamp (tA);

—
a random number (qA);


and passes these as input to a one-way function, f, which generates a value protected. This may be represented as:


protected = f (A, passwordA, tA, qA)

b)
The user transmits the following information to the server:

—
the user’s name;

—
the timestamp;

—
the random number;

—
the value of protected.

This may be represented as A, tA, qA, protected

c)
If the timestamp is sufficiently recent, the server, which knows the value of passwordA for that user, performs the same computation as that performed by the user, and verifies that the resulting value is identical with the transmitted value of protected. The server confirms or denies verification of the protected identifying information.

d)
The procedure can be modified to provide greater protection by applying a further hash function f2 to the value of protected, combined with an additional timestamp and random number:


protected2 = f2 (protected, t2A, q2A)


The information sent to the server comprises A, tA, t2A, qA, q2A, protected2.

B.3
Web proxy server

While IP source address verification provides a simple and reliable mechanism, it does embody substantial limitations. Individual registration is impractical, and even group or departmental identification may be difficult as not all institutions assign IP addresses along organisational boundaries. DNS names have the advantage that they change less frequently than IP addresses and are therefore easier to administer.

The essential limitation of IP address verification, however, is that it is effective only when the user is on-campus. Today, with increasing user mobility, there is growing demand for off-campus access from users connected to commercial ISPs (rather than access by direct dial-in to the institution). For students whose course of study involves substantial use of distance learning, the hybrid DNER authentication approach would, by itself, provide little improvement over present arrangements.

One solution now becoming widespread in the US makes use of an on-campus web proxy server to temporarily bind an off-campus user to the Secure Network. The off-campus user logs-on to the proxy server, and thereby acquires the IP credentials of a user on the Secure Network, which persist for the duration of the session. A configuration change to the user’s browser is required, to install an automatic proxy configuration file that distinguishes requests to DSPs from those to other web resources, and redirects the former to the proxy server. The University of Manitoba Libraries have adopted this approach to enable their 20,000 students to access 50 IP-filtered databases and web resources (see 
http://www.umanitoba.ca/academic_support/libraries/units/lets/web/cni99/index.html ).

An advantage of this method is that it properly rests responsibility with the institution for the provision of off-campus access, and for user authentication. Existing institutional arrangements for the assignment, revocation, and expiry of credentials are simply reused (no new authentication regime is necessary). 

This technology is also relevant to remote learning, where an off-campus user requires access to course material otherwise accessible only within the institution’s intranet.

Annex C — Current authentication model

Figure C.1 illustrates the current authentication model supported by ATHENS.
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Figure C.1 – Current service model

Referring to the numbers in figure C.1, the following interactions are described:

a)
A rights holder enters an agreement with a licensing authority (1) which authorises it to issue licences to subscribing institutions to access licensed material.

b)
The licensing authority assigns privilege to the ATHENS authentication service (2) which authorises it to grant credentials to members of subscribing institutions.

c)
The licensing authority enters an agreement with an institution (3) which authorises its members (service users) to access licensed data maintained by the data service, on the condition that agreed contractual commitments are observed.

d)
The institution requires all members to sign the regulations governing use of computing resources in the institution (4). 

e)
The institution provides its members with credentials that enables them to access licensed material:

i)
The institution may delegate privilege to an administrator (5) to register credentials for a member by means of a formal authorised registration process (6a, 6b).

ii)
Alternatively, the institution may abdicate responsibility for its registration privilege (7) and permit all of its members to register credentials by means of a self-registration mechanism that has no formal authorisation element (8).

f)
In either case, a member who wishes access to licensed data presents the credentials acquired to the data service provider (9), which verifies their authenticity by transmitting an enquiry to the authentication service (10). If the credentials are declared authentic, the data service provider supplies the licensed data to the member (11).

Notes

1
Where an institution opts for self-registration rather than authorised registration, no corroboration of the identity of the individual acquiring credentials is made; in effect, the institution has relinquished its registration privilege (7).

2
There is no limit to the number of credentials that a member may create by self-registration.

3
A DSP cannot distinguish credentials created by self-registration from those created by authorised registration.

Figure C.2 indicates the chain of trust that is preserved in other privilege delegation models, such as that supported by X.509.
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Figure C.2 — Privilege delegation model

Technology, of itself, however, confers no additional safeguards unless underpinned by well-understood mutual obligations expressed in formal statements of policy and practice. For the introduction of authentication schemes based on new technologies, such as those that support PKI, it is essential that conventional trust relationships are already in place. 

The present trust relationships among DNER agents, however, are poorly defined, and in the absence of clear statements of policy and operational practice, it would be unwise for one agent to hold strong expectations about the behaviour of others. Hence, the necessary basis on which trust should be built does not exist. 

The development of Security Policies and Statements of Practice that define the roles, responsibilities, and relationships of each DNER service agent is an essential building block of DNER security.
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